
Math 412 Adventure Sheet on RSA

ENCRYPTION PROBLEM 1: Suppose I want you to send me a message by a messenger pigeon, but I
want to make sure that nobody who intercepts messenger pigeons is able to understand the message.
To do this, I want to send you a pigeon with instructions on how to encrypt your message. If this is
going to work, we want to ensure that

(?) knowledge of the encryption rule does not give away the decryption rule.

Furthermore, if we want lots of people to be able to send lots of different messages, we would like
a source of lots of similar but distinct encryption rules, each of which comes with an easy-to-use
decryption rule. For the first two encryption rules, we will assume our message is a number.

A. FAKE RSA: A BAD ENCRYPTION RULE. Let p be a prime number.
(1) Show that if p - a and (p− 1)|c, then ac ≡ 1 mod p.
(2) Show that for any integer a, if c ≡ 1 mod p− 1, then ac ≡ a mod p.
(3) Let e be an integer with (e, p − 1) = 1. Explain why there exists a solution d to the equation

ed ≡ 1 mod p− 1.
(4) Consider the following encryption rule: for each message a, where 0 6 a 6 p − 1, we encrypt

the message via E(a) = [ae]p. Show that D(b) = [bd]p, with d as in the previous part, is the
corresponding decryption rule.

(5) To use this encryption rule in the context of the above storyline, I need to send you the integers p
and e (or the function E). Explain how a pigeon interceptor would know how to find d (and the
function D).

(6) Suppose that you intercept a message that you know is encoded by this algorithm, and you previ-
ously intercepted the encryption parameters p = 107 and e = 13. Find the decryption function.

B. RSA: A GOOD ENCRYPTION RULE. Let p and q be two prime numbers, and let n = pq.
(1) Consider the map ψ : Zn −→ Zp × Zq given by ψ(a) = ([a]p, [a]q).

(a) Check that this is a ring isomorphism.
(b) Show that Z×

n
∼= Z×

p × Z×
q .

(2) Let k = (p− 1)(q− 1). Show that if c ≡ 1 mod k, then c ≡ 1 mod p− 1 and c ≡ 1 mod q− 1.
(3) Show that if c ≡ 1 mod k, then ac ≡ a mod n.
(4) Let e be an integer with (e, k) = 1. Explain why there exists a solution d to the equation ed ≡ 1

mod k.
(5) Consider the following encryption rule: for each message a, where 0 6 a 6 n − 1, we encrypt

the message via E(a) = [ae]n. Show that D(b) = [bd]n is the corresponding decryption rule.
(6) To use this encryption rule in the context of the above storyline, I need to send you the integers n

and e (or the function E). Explain why a pigeon interceptor would now have much more trouble
finding d (and the function D).

(7) What other piece of information would a pigeon interceptor want to know in order to find d?
(8) Use the encryption rule corresponding to the numbers n = 221 and e = 7 to encrypt the message

a = 42. Now find the corresponding decryption rule and check that you get your message back.
In other words, break RSA!
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(9) One could also try to find a way to use encryption to ensure that the sender is who they claim
they are. Suppose that Jack and Eloı́sa know each other’s encryption information (njack, ejack) and
(neloı́sa, eeloı́sa); these are also called public keys. How could they send encoded messages in such
a way to ensure that they know they are the senders?1

ENCRYPTION PROBLEM 2. Suppose I want you to send me a message by messenger pigeon, but I want to
make sure that nobody who intercepts messenger pigeons can understand the message. To do this, I want
to create a secret password by exchanging messages, and then use the password to lock up the message
in such a way that only someone with the password can unlock it. Let’s not worry here about how to lock
up messages with a password, but just worry about creating a secret password. If this is going to work,
we might each choose secret starting data, but

(?) knowledge of any shared data does not give away the password.
Furthermore, if we want lots of people to be able to send lots of different messages, we would like a
source of lots of similar but distinct passwords.

C. DIFFIE-HELLMAN KEY EXCHANGE. Let p be a prime number.
(1) Explain why there exists a number x such that for every n with p - n, we can write n = xm

mod p for some integer m.
(2) If A = [xa]p and B = [xb]p, then why is Ab = Ba?
(3) Say I (secretly) choose an integer a and you (secretly) choose an integer b, and then I send you A

and you send me B. How can we agree on a password?
(4) To use this password rule in the context of the above storyline, we need to send the integers p

and x, and the classes A and B. How would a pigeon interceptor find the password? What other
information would a pigeon interceptor want to know?

(5) In your group, choose two people to create a password, and other people to be password hackers.
Follow the recipe above (with a two digit prime) to create a password; the password hackers’
goal is to guess the password. After doing this, switch roles. How secure do you think this key
exchange is? What if the prime is larger?

1Hint: can the roles of decryption and encryption be swapped somehow? Also, it may be useful to compose two functions
here.


